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Overview
•Problem: Unknown and potentially hazardous error patterns in sensor

data endanger autonomous vehicles
•Challange: The test space is infinite and unknown error patterns should

be detected
•Proposed solution: AI-based triggers to detect sensor anomalies in au-

tomotive sensor data

Motivation - Certification of Autonomous Vehicles

• ISO 21448 - safety of the intended functionality (SOTIF) [1] requires
opertation phase activities

•Main cause of malfunction is frequently the sensor system
•Triggers for potentially hazardous behavior enable operation phase ac-

tivities
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Figure 1: Scenario categories from SOTIF [1]
→ Intelligent triggers to detect sensor anomalies in the operation phase

Machine Learning Methods for Intelligent Triggers

• Self Supervised Learning (SSL)
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Figure 2: SSL model architecture [2]

• Transformer

Figure 3: Model architecture of
attention mechanism [3]

• Autoencoder

Figure 4: Model architecture of autoencoder [4]

Dataset
Dataset requirements:
•Real world autonomous sensor data
•Dataset contains various independent sensor channels (e.g. camera,

lidar, and radar)
•Sensors cover the same region of interest in the same scenario
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Concepts

•Embedding of object attributes in the latent space
•Clustering of the latent embeddings.
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Outlook
•Development of intelligent triggers to find sensor anomalies and enable

operation phase activities for autonomous vehicles
•Detection of unknown and hazardous scenarios (SOTIF area 3)
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